Security information

Siemens provides products and solutions with industrial
security functions that support the secure operation of
plants, systems, machines and networks.

In order to protect plants, systems, machines and networks
against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form
one element of such a concept.

Customer is responsible to prevent unauthorized access
to its plants, systems, machines and networks. Systems,
machines and components should only be connected to
the enterprise network or the internet if and to the extent
necessary and with appropriate security measures

(e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security
measures should be taken into account. For more
information about industrial security, please visit:
siemens.com/industrialsecurity

Siemens’ products and solutions undergo continuous
development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available
and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply
latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe
to the Siemens Industrial Security RSS Feed under:
siemens.com/industrialsecurity

The information provided in this brochure contains descriptions or
characteristics of performance which in case of actual use do not always
apply as described or which may change as a result of further development
of the products. An obligation to provide the respective characteristics shall
only exist if expressly agreed in the terms of contract. Availability and
technical specifications are subject to change without notice. All product
designations may be trademarks or product names of Siemens AG or supplier
companies whose use by third parties for their own purposes could violate
the rights of the owners.

For more information, please visit:
siemens.com/ruggedcom
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RUGGEDCOM products provide a level of
robustness and reliability that have set the
standard for communication networks
deployed in harsh environments.

RUGGEDCOM product family

RUGGEDCOM products are part of Siemens industrial

communication networks portfolio. They offer extreme
RUGGEDCOM product family 3 temperature range, Zero-Packet-Loss technology for
immunity to high levels of electromagnetic interference,
and enhanced Rapid Spanning Tree Protocol (eRSTP™)
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Rugged Rated

RUGGEDCOM products have been specifically designed
and tested to withstand harsh environments.

Features

* Large variety of fiber port options available

* Long haul fiber support

¢ -40° C to +85° C operating temperature (no fans)

* Conformal coating for extra environmental protection
* High immunity to EMI and heavy electrical surges

* Many different fiber port options available

Reliable operation in harsh electrical environments

¢ |EC61850-3 and IEEE 1613 (electric power)

* |EC 61000-6-2 and IEC 61800-3 (industrial environments)
*  NEMA TS-2 (traffic control)

* EN50121-4 (railway)

* EN 50155 (on-board rail vehicles)

Error-free operation in high EMI environments

* Zero-Packet-Loss technology for fiber-based
networking devices

* |EEE 1613 class 2 error-free performance under EMI stress

Operation over a wide temperature range
¢ -40° C to +85° C operating temperature
* Passive cooling — no fans

High availability

* Integrated single or redundant power supplies

* Dual power supplies can be powered independently,
from different input voltages

* Universal high-voltage range: 88-300 VDC or 85-264 VAC

¢ Low Voltage power supplies

Industrial installations

*  Metal enclosure

* Heavy duty mounting

* Industrial terminal blocks for power
and 1/0 connections

HALT - Eliminate weaknesses in design

Highly Accelerated Life Testing (HALT) subjects design
prototypes to vibration and ambient temperatures

far beyond their normal operation range. Siemens
uses HALT results to verify and improve its designs.

HASS - Remove manufacturing errors

Siemens performs Highly Accelerated Stress Screening
(HASS) on all RUGGEDCOM products, in order to ensure
that customers get their orders free of manufacturing
errors and random defects.



Ethernet Layer 3 switches and routers

Ethernet Layer 3 switches and routers are designed for use in high
performance industrial networks. They are modular in design
and support various IT standards, including VLAN, IGMP and RSTP.

RUGGEDCOM RX1400

. : . Common features
Multi-protocol intelligent node

* Integrated power supply Cyber security appliance functions
° 4 x 10/100BASE-TX, 2 x TO00BASE-X SFP « Integrated firewall, IPSec and tunneling agents
* Optional cellular modem + VPN with 3DES, AES128, AES256 support

(LTE/4G and WLAN Access Point/Client) «  RADIUS authentication
* Optional virtual machine environment +  Multi-level user access management

*  SSHISSL (128-bit encryption)

RUGGEDCOM RX1500 * Enablel/disable ports, MAC based port security
Layer 2 and layer 3 switch and router * Port-based network access control (802.1x)
* Modular redundant power supplies * VLAN (802.1Q) to segregate and secure network traffic
* Supports up to 4 line modules * SNMP v3 encryption, integrity and authentication
* Supports RUGGEDCOM APE * RUGGEDOM APE & VPE1400 allows for integration of 3rd

party software solution like CheckPoint, SecureNOK and

RUGGEDCOM RX1501

Layer 2 and layer 3 switch and router
* Modular single power supply

e Supports up to 6 line modules

* Supports RUGGEDCOM APE

RUGGEDCOM RX1510

Compact layer 2 and layer 3 switch and router
*  Modular redundant power supplies

e Supports up to 4 line modules

*  Supports RUGGEDCOM APE

RUGGEDCOM RX1511

Compact layer 2 and layer 3 switch and router
* Modular single power supply

e Supports up to 2 line modules

* Supports RUGGEDCOM APE

RUGGEDCOM RX1512

Compact layer 2 and layer 3 switch and router
¢ Internal wide-range DC power supply

e Supports up to 2 line modules

*  Supports RUGGEDCOM APE

RUGGEDCOM RX5000

High port density Ethernet routing
and switching platform

¢ 2 x 10GBASE-X SFP+ uplinks

e Support for up to 98 ports

* Modular redundant power supplies
e Supports up to 6 line modules

other cyber security solutions

CloudConnect for RUGGEDCOM APE & VPE allows for secure

connections to various Cloud solutions

RUGGEDCOM CROSSBOW SAC for NERC-CIP enforcement

Routing

MPLS

VRRP, OSPF, BGP, IS-IS

DHCP agent (option 82 capable)

Traffic prioritization, NTP server

IP multicast routing
Protocol-Independent Multicasting (PIM)

Switching

MSTP 802.1Q-2005

RSTP (802.1w) and enhanced Rapid Spanning Tree
(eRSTP) network fault recovery (<5 ms)

Quality of Service (802.1p) for real-time traffic
VLAN (802.1Q) support

Link aggregation

Traffic prioritization

Transaction-based configuration with rollback
GMRP and GVRP support

WAN

Frame Relay RFC 1490 or RFC 1294
PPP

PAP, CHAP authentication

IEC 61850 GOOSE messaging support



19” Ethernet Layer 2 switches

Rack-mounted Ethernet Layer 2 switches deliver utility-grade
performance, reliability and field-proven MTBF to lower OPEX costs.

RUGGEDCOM RSG2100

19-port modular managed Ethernet

switch with Gigabit uplinks

* 3 x T000BASE-X + 16 x 10/T00BASE-X

* Hazardous location certification: Class 1 Division 2

RUGGEDCOM RSG2100P

19-port modular managed PoE Ethernet

switch with Gigabit uplinks

* 3 x T000BASE-X + 16 x 10/1T00BASE-X

* Hazardous location certification: Class 1 Division 2

RUGGEDCOM RSG2200

9-port managed Gigabit Ethernet switch

*  1000BASE-X and/or 10/100/1000BASE-T

* Hazardous location certification: Class 1 Division 2

RUGGEDCOM RST2228 m

28-port high density managed field modular
IEEE 1588 switch with 10 Gbit/s uplinks

* 4 x 1000BASE-X/10GBASE-X uplinks

*  Upto 24 x 10/1700/1000BASE-X ports

*  Field-modular 4-port modules for added flexibility
* |EEE 1588 v2 with hardware time stamping

RUGGEDCOM RsT2228p [[EM

28-port high density managed PoE field modular

IEEE 1588 switch with 10 Gbit/s uplinks

* 4 x T000BASE-X/10GBASE-X uplinks

*  Upto 24 x 10/100/1000BASE-X ports

*  Field-modular 4-port modules for added flexibility

*  Power-over-Ethernet with a shared power budget
of 500 Watt with 803.bt draft (60 Watt/port)

* |EEE 1588 v2 with hardware time stamping

RUGGEDCOM RSG2300
32-port managed Ethernet switch
with Gigabit uplinks
* 24 x 10/100BASE-TX + 8 x 10/100BASE-X
or 4 x 100/1000BASE-X and 4 x 10/100BASE-X
* Hazardous location certification: Class 1 Division 2

RUGGEDCOM RSG2300P
32-port managed Ethernet switch
with Gigabit uplinks
* 24 x 10/100BASE-TX + 8 x 10/1T00BASE-X
or 4 x 100/1000BASE-X and 4 x 10/100BASE-X
* Hazardous location certification: Class 1 Division 2

RUGGEDCOM RSG2488

28-port advanced utility-grade, high density

managed IEEE 1588 Gigabit Ethernet switch

* Field replaceable Ethernet and time
synchronization media modules

* Hot-swappable power supplies

¢ 28 x TO00BASE-X non-blocking architecture

* |EEE 1588 v2 hardware time stamping



Compact Ethernet Layer 2 switches

Compact Ethernet Layer 2 switches are designed for tight spaces
and come with a full array of intelligent functionality for robust
operation in harsh industrial environments.
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RUGGEDCOM RS900

9-port managed Ethernet switch

with fiber uplinks

* 6 x 10/1T00BASE-TX + 3 x TOOBASE-FX

* Hazardous location certification:
Class 1 Division 2

RUGGEDCOM RS900G

10-port managed Ethernet switch

with Gigabit uplinks

*  8x 10/1T00BASE-TX + 2 x T000BASE-X

* Railway application certification:
EN50121-4

* Hazardous location certification:
Class 1 Division 2

RUGGEDCOM RS900GP
10-port managed PoE Ethernet switch
with Gigabit uplinks
*  8x 10/100BASE-TX 802.3af/at compliant ports
* Upto2x10/100/1000BASE-T or
2 x 100/1000BASE-X

RUGGEDCOM RsG907R [IEM 2),

7-port managed Gigabit IEEE 1588 =4

compatible RedBox and Ethernet reddot award 2018
. . winner industrial design

switch supporting HSR and PRP.

* 3 x RNA (Redundant Network Access) and coupler
SFP Ethernet ports according to IEC 62439-3
(1000BASE-X)

* 4 x SAN (Singly Attached Node) LC fiber optic ports
(100BASE-FX)

* |EEE 1588 v2 (Ordinary and Transparent Clocks)

RUGGEDCOM RsG90sc [N )

8-port managed Gigabit IEEE 1588 =

compatible Ethernet switch. reddot award 2018

* 4 x SFP Uplink Ethernet ports winner industrial design
(1000BASE-X)

* 4 x LC fiber optic ports (100BASE-FX)

* |EEE 1588 v2 (Ordinary and Transparent Clocks)

\

Y

\

\

RUGGEDCOM RSG909R [FEM =
9-port managed Gigabit IEEE 1588
compatible RedBox and Ethernet reddot award 2018
switch supporting HSR and PRP. vimner industral design
* 3 xRNA (Redundant Network Access) and coupler SFP
Ethernet ports according to IEC 62439-3 (1000BASE-X)
* 6 xSAN (Singly Attached Node) RJ45 copper Ethernet
ports (10/100/1000BASE-TX)
* |EEE 1588 v2 (Ordinary and Transparent Clocks)

J]

RUGGEDCOM RsG910C NN ).
10-port managed Gigabit IEEE 1588 4
compatible Ethernet switch. ;ﬁgggtimaﬂrgﬁg;?gn
* 4 x SFP Uplink Ethernet ports

(1000BASE-X)
* 6 X RJ45 copper Ethernet ports (10/100/1000BASE-TX)
* |EEE 1588 v2 (Ordinary and Transparent Clocks)

N

RUGGEDCOM RSG920P

20-port managed Gigabit Ethernet

switch with PoE

* 12 x10/100/1000BASE-T + 4 x 100/1000BASE-X SFP
+4 x 10/100/1000BASE-T PoE (802.3af/802.3at)

* Powers up to 4 PoE enabled devices when used
with optional RPS1300 companion power supply

RUGGEDCOM RS940G
8-port managed Gigabit Ethernet switch
* 6x10/100/1000BASE-T + optional
2 x T000BASE-X
+ Hazardous location certification:
Class 1 Division 2

RUGGEDCOM RS950G

Managed Gigabit PRP/HSR RedBox

+ 1x 100/1000BASE-X combo port (local/coupler)
*  2x 100/1000BASE-X combo ports (RNA)

< Gigabit throughput

RUGGEDCOM i800 product family
Unmanaged or managed Ethernet switch
+ Four models to choose from with up to
8 x 10/T00BASE-TX and up to 3 x fiber ports
« -20° Cto + 60° C operating temperature
(-40° C to + 85° C optional)
* i800: 8 x 10/1T00BASE-TX
° i801:8 x 10/1T00BASE-TX + 1 x T000BASE-LX
or 1 x 10/100/1000BASE-T
* i802: 6 x 10/T00BASE-TX + 1x 100BASE-FX
or 2 x TOOBASE-FX or 2 x T0O00BASE-LX
or 2 x 10/100/1000BASE-T
* i803:4 x 10/1T00BASE-TX + 1 x TOOBASE-FX
+ 2 x T000BASE-LX or 2 x T00BASE-FX
11



Cellular routers

4G LTE cellular routers provide high bandwidth and
reliable remote data communication over long distances.

RUGGEDCOM RM1224
4-port Fast Ethernet switch

One digital input and one digital output

2 SMA ports for Wireless WAN Interface
(4GI3GI2G) with uplink speeds up to 100 Mbit/s
4 x 10/100BASE-TX

C-IKEY-PLUG slot for configuration storage

RUGGEDCOM RX1400
Multi-protocol intelligent node

Integrated power supply

4 x 10/1T00BASE-TX, 2 x T000BASE-X SFP
Optional 2 R-SMA interface for WLAN
interface (Access Point/Client)

Optional LTE 4G cellular modem
Optional virtual machine environment

Compact EoVDSL2 switches

Compact form factor Ethernet switches with EoVDSL2 uplinks
provide the flexibility to use legacy copper or optical
infrastructure in harsh environments.
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RUGGEDCOM RSL910
Compact Ethernet switch with EoVDSL2 uplinks

2 x 100/1000BASE-X SFP uplink ports

6 x 10/100BASE-TX device ports

2 x EoVDSL2 uplink ports with terminal blocks
Integrated 24 VDC, 48 VDC or

HI voltage power supply

RS232 console port and failsafe

relay output

Serial device servers

Serial device servers are designed to increase ROl of legacy serial
devices, reduce serial cabling costs and provide remote accessibility
to lower management costs.

RUGGEDCOM RS400
4-port serial device server with integrated
4-port managed Ethernet switch
* 4 x RS485/RS422/RS232 serial ports
(DB9, RJ45, or screw terminals)
+ 4 x 10/100BASE-TX

RUGGEDCOM RS401
4-port serial device server with integrated
4-port managed Ethernet switch
* 4 x RS485/RS422/RS232 serial ports
(DB9, RJ45, or screw terminals)
+ 4 x 10/100BASE-TX

RUGGEDCOM RS416

16-port serial device server with

integrated 4-port managed Ethernet switch

and IEEE 1588 v2 to IRIG-B conversion

» Up to 16 serial ports: RS485/RS422/RS232
via DBI/RJ45 or fiber serial interface via ST
+4 x 10/1T00BASE-TX

¢ Optional dual redundant power supplies

RUGGEDCOM RS910

2-port serial sevice server with integrated

3-port managed Ethernet switch

* 2 xserial ports (RS485/RS422/RS232
via DB9, RJ45 or fiber-serial interface
via ST) + 3 x 10/1T00BASE-X

RUGGEDCOM RMC30
2-port serial device server
* RS232/RS422/485 serial to IP conversion

Common features

Support for Modbus TCP, Raw Socket, DNP3,
TIN serial protocols

Allows any serial protocol to be transmited
over an IP network

13



Media convertors

Compact power injectors & supplies

Ethernet media converters are designed to bridge the gap between
copper and fiber-optic network segments, reducing installation
and configuration costs.

Compact power injectors and supplies help reduce costs by
eliminating separate power and data cabling requirements.

RUGGEDCOM RMC

Ethernet media converter
(copper-to-fiber)

*  10BASE-T to TOBASE-FL

¢ 100BASE-TX to TOOBASE-FX

RUGGEDCOM RMC20

Serial media converter

(copper-to-fiber)

* RS485/RS422/RS232 conversion to
multimode fiber and back

RUGGEDCOM RMC40
4-port Ethernet media and speed converter
*  10/1T00BASE-TX to T00BASE-FX
or 10/1T00BASE-TX
* Provides media and speed conversion
* Unmanaged switch

RUGGEDCOM RMC41
2-port Ethernet media and speed converter
*  10/100BASE-TX to T00BASE-FX converter

RUGGEDCOM RM(C8388

Compact time protocol converter

* PTP (IEEE 1588) to IRIG-B (AM or TTL)
* PTP (IEEE 1588) to PPS

* IRIG-B AM to PTP (IEEE 1588)

RUGGEDCOM RP100
Single port PoE injector

.

802.3af/802.3at compliant version
RUGGEDCOM WIN compliant version
-40° C to +85° C operating temperature (no fans)

RUGGEDCOM RP110
Serial PoE injector

802.3af/802.3at compliant version
RUGGEDCOM WIN compliant version

1 xRS422/485 + 1 x RS232

IRIG-B output

Transmits serial data over an IP network
Support for Modbus TCP, DNP3,

TIN serial protocols

Raw socket mode allows tunneling

of any serial protocol

-40° C to +85° C operating temperature (no fans)

RUGGEDCOM RPS1300
140 W PoE 54 VDC power supply

Input voltage: 120 VAC, 230 VAC
Output voltage: 54 VDC

-40° C to +75° C operating temperature
NEMA TS-2 rated

15



Wide area private wireless systems MIL-STD products

Private wireless WAN solutions enable secure long-range Military standard products are designed to operate in harsh
connectivity, extending IP networks over long distances to environments and meet and exceed strict specifications of the
fixed and mobile users. defense industry.

= E RUGGEDCOM WIN5100
[ Vehicular subscriber unit
[ e 2 antennas for external connection
ol *  Powered directly through 12 VDC, 24 VDC or PoE

— *  Optimized for AeroMACS (Aeronautical
Mobile Airport Communications System)

=i RUGGEDCOM WIN5100-V

Enhanced vehicular subscriber unit

¢ 10/100BASE-TX M12 interface

¢ 2 antennas for external connection
*  Powered directly with 9-36 VDC

* Optional GPS
*  Optimized for AeroMACS
: RUGGEDCOM WIN5200
i | Outdoor subscriber unit with PoE
‘ﬁl‘z E * High gain integrated antenna
. * Compatible with RP100/110
*  Optimized for AeroMACS
‘ii RUGGEDCOM WIN7000
== High power base station
* High output power of 2 x 36 dBm
* Single cable power and Ethernet,
”"‘f*'*“‘. or fiber-optic interface options
RUGGEDCOM WIN7200
T[ Base station
¢ Small form factor and low power consumption
*  Power-over-Ethernet (PoE) single cable design
Y +  Optimized for AeroMACS

Common features

* Available in multiple frequencies

* Over the air IEC 61850 GOOSE messaging support

¢ Seamless mobility in standalone mode

* Excellent performance in NLOS conditions

* Greater than 40 Mbps aggregate throughput

*  Mobile-WiMAX compliance based on IEEE 802.16e standard
and WiMAX Forum Wave2 (MIMO) certification

» Standalone solution for deployment without
additional servers support

RUGGEDCOM M969

10-port managed Ethernet switch

with fiber uplinks

* MIL-STD and IP66/IP67 rated

* 8x 10/T00BASE-TX + 2 x T000BASE-X

RUGGEDCOM M2100
19-port modular managed Ethernet switch
* 3 x 1000BASE-X + 16 x 10/T00BASE-X

RUGGEDCOM M2200
9-port managed Gigabit Ethernet switch
* 1000BASE-X and/or 10/100/1000BASE-T

RUGGEDCOM MX5000

Multi-Service Platform

* High-density MIL-STD rated switch and router
* Supports up to 50 fiber or 98 copper ports

RUGGEDCOM MX5000RE

Multi-Service Platform with enclosure

*  MIL-STD switching/routing platform

* IP65 EMI/EMC/shock/vibration-rated enclosure
* Replaceable enclosure

Certifications

*  MIL-STD 901D - shock (hard mounted)

*  MIL-STD 167 — vibration

* MIL-STD 461 — EMI

*  MIL-STD 1399 - DC magnetic field exposure
*  MIL-STD 810 — temperature and humidity

17



RUGGEDCOM software solutions

Rugged communications equipment requires equally rugged
software. The RUGGEDCOM product line offers first-rate solutions
for network management, secure remote IED access, data
conversion, routing and visualization.

A modern substation contains vast amounts of data,
subsets of which are of interest to control center or
enterprise applications and users. RUGGEDCOM
software solutions have been developed to help the
electric utility industry by providing secure access to
this data, processing it into useful information and
making it available in a usable format to a wide range
of users and enterprise systems.

RUGGEDCOM CROSSBOW

An enterprise level solution for managing and securing
remote maintenance access to field devices in
compliance with the NERC CIP standards. Offers
tremendous ease of use, and unique automation
capabilities for change management applications.

Features:

* Secure remote access

* Authenticate users against IT systems

* Automate user login

* Manage device passwords and configurations
* Control, log, and report user access

Electronic Security Perimeter

IF1 RUGGEDCOM
= CROSSBOW
— © ) Station Access
[ Client Controller

Substation Gateway

"1 RUGGEDCOM
RX1510

G}

(e
2 RTU Relay
RUGGEDCOM

CROSSBOW
Station Access Controller

Distribution

G_RCMO0_XX_90021

[ Industrial Ethernet
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RUGGEDCOM ELAN

RUGGEDCOM ELAN modular, Linux/ROX-based
substation servers and front-end processors excel at
accessing all types of device data, and getting it to the
clients that require it.

Features:
* Preserves investment in legacy devices and
control center applications
* Supports both SCADA and non-SCADA hosts,
such as data historians
*  Protocol conversion and routing, real-time engine
with support for most commonly used protocols
* Automated event file retrieval from major relay vendors
* Powerful automation processing capabilities

RUGGEDCOM REFLEX

RUGGEDCOM REFLEX is a monitoring and control
application purpose built for distribution networks,
allowing the creation of systems that cover the spectrum
from single user HMI to mobile distribution management
to enterprise level monitoring and control.

Features:

¢ Single line visualization

* Graphic trending of values

¢ Alarm summary and alerting
* Report generation

*  Web-launched client

* Integrated data historian
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RUGGEDCOM NMS

RUGGEDCOM NMS is a scalable, fully-featured, enterprise
grade solution for monitoring, configuring and maintaining
RUGGEDCOM mission-critical networks.

It improves operational efficiency, speeds up system
provisioning, and preserves data validity, while allowing focus
on the key events on the network.

Features:

* Centralized web based management of your
RUGGEDCOM and IP-network

* Auto-discovery of device links and services and
representation on a network map

* Real-time monitoring and notification of events,
alarms and thresholds

« Continuous collection of traffic statistics
for analysis and reporting

* Deployment of firmware/software upgrades across
RUGGEDCOM devices

¢ Automatic backup of RUGGEDCOM device
configuration data

* Creation of templates and propagation of configuration
changes across ROX Il devices

* Monitors ROS and ROX Il configurations and
reports changes that exceed the authorized
user-defined boundaries

* Bulk password changes of ROS, ROX | and WIN based
RUGGEDCOM devices

Home / Search / Node
Node: ROX2-RX5000-56
ViewEwrts ViewAlams Asselifo HTTP  HTTPS Resouce Grphs Rescan Admin Update SNIIP

General (otatus: Actie) natcalon

View Node Ip Rotte Info You Outstanging (Check]
View Node BridgeSTP o You: Acknawisdgect (Check)
View Note Link Detailed Irfo
Recent Events
Avazoiy
Asanvices scan has baen completed on
6RE13 16147 Nomal
Avallaniity (ast 24 hours) | 100.000% s this node
Owral 100.000% RUGGEDCOM - ROX2 tevice Netcont
[ 2240721 | BR6/131554:59  Major | cofiguration and state fle download ERROR
s 100.000% for ROX2RCE000.56 172 30.128.249),
Hme “on 000 RUGGEDGOH - ROX2 device Netcon
PR Icnp 400.000% [") 2240720 | 6126/13 153450 Major | corfiguration download ERROR for
Rotter ot Montared NG 000 20,1 7 SR ER 286
RUGGEDCOH - ROK2 YANG schema fles
E 100.000% ] 2240719 | 6126113 15:54:50  Major ot e e e
ssH 100.000%
Asenvices scan has been completed on
Stetepmg | Notwomorea | | || 2210607 | SRR 1S4045 - Nomal
10215802 Owral Mot Moniored | | [ Aciowisdge | o
102.168.22 overal Mot Moniared
Recent Oufages
192165, 10.2 overal ot Montorea
102 108111 vt Mot Wontoraa | | ThErE Ve Desn 1o outages antris node  the las! 24 hours.
192.168.11.2 Ooveral Mot Woniored
192 108,121 overal ot Montorea
192158.12.1 ueral ot Wontored

RUGGEDCOM Edge Computing Solutions

The RUGGEDCOM product line offers solutions and innovations
to provide robust network stability and efficiency, allowing you to
take your intelligence to the network edge.

RUGGEDCOM VPE1400

The RUGGEDCOM VPE1400 provides a virtualized environment

to run a guest Linux operating system and third party applications
on the RX1400, enabling intelligence at the network edge.
Virtualization allows a full Linux image (with dedicated storage
media and /O ports) to run in parallel with the RUGGEDCOM

ROX II, using a Linux KVM (Kernel Virtual Machine) based solution.
The KVM ensures that the guest OS and third party applications can
run without impacting RUGGEDCOM RX 1400 core services running
on the system.

RUGGEDCOM RX1400 with CloudConnect

The RUGGEDCOM RX1400 with CloudConnect is an all-in-one solution
for plug-and-play connectivity to all common Cloud solutions

e.g. Siemens MindSphere, Amazon Web Services, Microsoft Azure
and other Cloud solutions. This solution provides the combined
capabilities of data acquisition, conversion and communication

with MindSphere or other Cloud solutions.

Features:

* Web Based Stand Alone Configuration

* Optimized data traffic based on Publish/Subscribe mechanisms

* Trigger Management for Event Driven and Cyclic Communication

Cloud Services

— MindSphere
— —Amazon Web Services
100109%  — Microsoft Azure
RO — Other cloud services
RUGGEDCOM
ANT1995-4MM ((( )))

i
RUGGEDCOM
41 RX1400 with

3 CloudConnect

1

= o

M Industrial Ethernet (Copper) [ Industrial Ethernet (Fiber Optic)

G_RCMO0_XX_00214
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a system that fulfils all
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site assembly — quick,
visit:

easy and error-free. For more information,

siemens.com/fastconnect
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